
Encryption Signing

PrK and PuK are related
PuK = F(PrK)

F is one-way function - OWF
Having PuK it is infeasible to find

PrK = F-1(PuK)

PrK = x <-- rand  ==> PuK = a = gx mod p
Public Parameters PP = (g, p)

Anonimity
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Blind e-signature

IACR 2018-660
In 1982, Chaum [3] gave the 1-st blind signature scheme based on RSA [18]
and later used the blind signature scheme to construct the 1-st electronic 
cash scheme in [4].
Assume that a user, called a recipient, wishes a signer to sign a message m
without knowing the content of the message and the RSA public and private
key pair of the signer is

PuK = (n; e); PrK = (d), 

where n = pq is the product of two large distinct primes p and q and

ed = 1 (mod (p-1)(q-1)). 

Chaum's blind signature scheme [3] can be described as follows:

{ Step 1. The recipient prepares e-money request m and randomly chooses 
an integer r from Zn* and computes

m' = rem(mod n)

and sends the blinded message m' to the signer.

{ Step 2. Like the RSA signature scheme, the signer signs the blinded 
message m' with his private key d by computing 
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s' = (m')d (mod n) 

and returns s' to the recipient.

{ Step 3. The recipient unblinds the signed message to get the signature of 
the signer on the message by computing

s = r-1s' = r-1(m')d = r-1(rem)d = r-1redmdd = r-1r1md (mod n)
                                     s = md (mod n), 

where according to the Euler's theorem

red = red (mod (p-1)(q-1) = r1= r(mod n).

How anonymous is Bitcoin?

How anonymous is Bitcoin? Many people claim that Bitcoin can be used anonymously. This 
claim has led to the formation of marketplaces such as Silk Road (and various successors), 
which specialize in illegal goods. However, the claim that Bitcoin is anonymous is a myth. The 
block chain is public, meaning that it’s possible for anyone to see every Bitcoin transaction ever. 
Although Bitcoin addresses aren’t immediately associated to real-world identities, computer 
scientists have done a great deal of work figuring out how to de-anonymize “anonymous” social 
networks. The block chain is a marvellous target for these techniques. I will be extremely 
surprised if the great majority of Bitcoin users are not identified with relatively high confidence 
and ease in the near future. The confidence won’t be high enough to achieve convictions, but 
will be high enough to identify likely targets. Furthermore, identification will be retrospective, 
meaning that someone who bought drugs on Silk Road in 2011 will still be identifiable on the 
basis of the block chain in, say, 2020. These de-anonymization techniques are well known to 
computer scientists, and, one presumes, therefore to the NSA. I would not be at all surprised if 
the NSA and other agencies have already de-anonymized many users. It is, in fact, ironic that 
Bitcoin is often touted as anonymous. It’s not. Bitcoin is, instead, perhaps the most open and 
transparent financial instrument the world has ever seen.
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http://en.wikipedia.org/wiki/Silk_Road_(marketplace)
http://scholar.google.com/scholar?q=de-anonymization


Isomorphic Encryption

Computation with encrypted data

transparent financial instrument the world has ever seen.
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